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On behalf of my co-editors (Prof. Ahmed Nawaz Hakro, Prof. Anupam Srivastav, Prof. Mounir Dhibi) and
other members of Editorial Board, | am delighted to bring this Volume 4, Issue 1 of the Journal of Big Data
and Smart City (JBDSC).

This Issue, like its predecessor issues, is an open access journal, with an Arabic translation of the Abstract
of every paper published.

The Journal of Big Data and Smart City (JBDSC) is providing an exciting platform to scholars, researchers,
other related professionals, policy makers, and especially to the students, to showcase their scholarly
ideas and research in Smart City applications, building on Big Data technologies. The journal has been
accessible, engaging and motivating to the young researchers, as all the 6 papers in this Issue are joint
work with students.

The journal has been successful to fulfil its objective to publish original interdisciplinary research. All the
published papers, which cover the areas of Expert Systems, IoT, Mobile Applications, etc, have been sub-
jected to a double-blind review process. The multidisciplinary collaborative work combining multiple
fields in wider possible contexts, published in this issue integrates theoretical, experimental, and compu-
tational approaches, providing solutions towards smart city/ information and communication technolo-
gies themes.

| am thankful to those who submitted papers, both individually or collaboratively from academia and
industry. | take this opportunity to also thank all those who contributed in bringing out this issue of the
Journal. I am extremely thankful for the continuous support of MoHERI and Mol for allowing this scholarly
publication.

Special thanks to all the members of the Editorial Board for dedicating their valuable time and energy
which made it possible for this issue to be published well in time.

Wishing the readers of the articles of this journal making a fruitful contribution in their future research
pursuits.

Dr. Saleh Al Shaaibi
Editor in Chief
Journal of Big Data and Smart City
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MACHINE LEARNING TECHNIQUES

To build the heart disease prediction model, we used popular
machine-learning techniques. The following are the details of
these techniques:

A. Naive Bayes (NB)

The NB classifier is a type of probabilistic classifier that
is founded on the Naive Bayes theorem. Its predictive ability
is heavily reliant on the assumption of strong independence
among the features. This characteristic has made it a popular
choice in the field of medical science and disease diagnosis,
where it has demonstrated favorable performance [10].
However, it is important to note that the assumption of feature
independence may not always hold true, which can result in
model bias and reduced accuracy in predictions.
Furthermore, the Naive Bayes algorithm requires a
substantial amount of training data to function optimally [11].
The performance of this algorithm is presented in Table 1 and
Fig. 4.

Tablel: Performance evaluation of Naive Bayes algorithm

The performance of the ANN algorithm is presented in Table

2 and Fig. 5.

Table 2: Performance evaluation of ANN algorithm

Class | Precision | Recall | F1-Score
0 0.797 0.776 | 0.765
1 0.797 0.815 | 0.825

Class | Precision Recall F1-Score

0 0.854 0.836 0.840

1 0.854 0.869 0.865
AUC=0.91

Figure 4: AUC & Confusion Matrix for Naive Bayes

B. Artificial Neural Network (ANN)

This study outlines the creation of an algorithm intended to
replicate the actions of neurons within the human brain. The
algorithm is comprised of interconnected nodes, or neurons,
where the output of one node is utilized as the input for
another. Each node receives multiple inputs and generates a
singular output. The Multi-Layer Perceptron is commonly
utilized form of ANN comprise of node layers having an
input layer along with one or more hidden layers and finally
an output layer. The quantity of neurons present in each layer
may fluctuate based on the particular circumstances.
However, the computational cost of this model can be high,
particularly for deep neural networks with multiple layers.
Additionally, the interpretation of the results can be
challenging, and it may not always be evident how the neural
network arrived at a particular decision or prediction [12, 13].

Journal of Big Data & Smart City

Figure5. AUC & Confusion Matrix for ANN

C. Decision Tree (DT)

DT algorithm is a widely used classification technique that
constructs a hierarchical structure by partitioning of data into
smaller subsets. The classification label is determined by
traversing the tree from the root to the leaf node [14].
Nevertheless, overfitting may arise when dealing with
intricate or high-dimensional datasets, as the algorithm may
generate a dissimilar tree structure with minor variations in
the input. Furthermore, this model is not appropriate for
regression tasks [15]. The performance of the Decision Tree
algorithm is illustrated in Table 3 and Fig. 6.

Table3: Performance evaluation of Decision Tree algorithm

Class Precision Recall F1-Score
0 0.852 0.826 0.868
1 0.852 0.871 0.841

o 1 b3
g 0 854%  144% 410
1 146%  856% 508

b3 301 527 918

Figure 6. AUC & Confusion Matrix for Decision Tree
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D. Support Vector Machine (SVM)

SVM is a highly effective discriminative classifier that
utilizes a decision boundary, or hyperplane, to differentiate
between various class labels. The SVM approach identifies
the optimal hyperplane from a range of possible options. The
ideal hyperplane is determined by maximizing the margin on
both sides of the decision boundary. The margin denotes the
absence of any data points between the hyperplane and the
margin [16]. However, the SVM algorithm may exhibit
sensitivity to the selection of kernel function, and the use of
an inappropriate kernel function may result in suboptimal
performance. Additionally, the algorithrm may be
computationally demanding, particularly for large datasets,
and may encounter difficulties with noisy and outlier data
[17]. Finally, the performance of the SVM algorithm is
presented in Table 4 and Fig. 7.

Table4: Performance evaluation of SVM algorithm

Class Precision Recall F1-Score
0 0.716 0.674 0.691
1 0.716 0.748 0.734
P
p 4 ?
[ 1 b3

0 868 % 159 % 410
2 1 2% ey 508
< ! d

I 372 546 918

AUC=0.91

PRt (1 Spackicty)

Figure7: AUC & Confusion Matrix for SVM

E. K-Nearest Neighbor (KNN)

KNN algorithm is utilized to forecast the classification of a
novel instance by determining the majority vote from its
nearest neighbors, which is based on the Euclidean distance
computed for each attribute [18]. Nevertheless, the accuracy
of the model can be influenced by the selection of the distance
metric employed to calculate the nearest neighbors.
Additionally, determining the optimal value of k can be a
challenging task, as an incorrect number may lead to
overfitting or underfitting of the data [19]. Finally, the
performance of the KNN algorithm is presented in Table 5
and Fig. 8.

Table 5: Performance evaluation of KNN algorithm

Journal of Big Data & Smart City

Class Precision Recall F1-Score
0 0.857 0.838 0.851
1 0.863 0.877 0.867

0 1 3
0 765 % 175% 410

1 235% 825% 508

Acts

AUC=0.75

Figure8: AUC & Confusion Matrix for KNN

F. Random Forset (RF)

The RF technique, a form of supervised ML, is commonly
employed for classification and regression tasks. This
approach involves the utilization of multiple decision trees
to generate an output, hence its name "Random Forest" [20].
However, it is subject to certain limitations when applied to
large datasets, as it can be computationally demanding and
necessitates more resources than other algorithms.
Additionally, it may experience overfitting when confronted
with noisy data or datasets containing numerous irrelevant
features. Another challenge is the difficulty in
comprehending the results [21].

RF algorithm is a ML technique that amalgamates numerous
decision trees to produce precise predictions. Its underlying
principle is that a greater number of trees will result in
superior decision-making. In classification tasks, it employs
a voting mechanism to ascertain the class of the input data,
while in regression tasks, it computes the average of all
decision tree outputs. Random Forest is especially
advantageous for analyzing voluminous and complex
datasets owing to its exceptional performance, as evidenced
by previous research [21]. The performance of the RF
algorithm is presented in Table 6 and Fig. 9.

Table 6: Performance evaluation of Random Forest algorithm

F1-Score
0.851
0.867

Recall
0.838
0.877

Class Precision
0 0.857
1 0.863
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Figure 9. AUC & Confusion Matrix for Random Forest
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G. CatBoost

CatBoost is a gradient-boosting technique for decision trees
that has been developed by engineers and researchers at
Yandex and is available as an open-source tool. Its effective
use in a variety of fields, including search, recommendation
systems, personal assistants, self-driving vehicles, weather
prediction, and other Yandex-related operations, as well as
at other businesses like CERN, Cloudflare, and Careem Taxi,
attests to its adaptability. The tool is freely accessible to all
interested parties. CatBoost has two significant advantages:
it produces cutting-edge results without necessitating
extensive data training, unlike other ML methods, and it
offers excellent out-of-the-box support for many of the more
intricate data formats that are frequently encountered in
business settings. However, this approach can be
computationally expensive, particularly when working with
large datasets that have a large number of features. To
achieve optimal performance, extensive hyperparameter
tuning is required, and overfitting may occur when working
with small datasets or datasets with a large number of noisy
features [22]. Finally, Table 7 and Fig. 10 report the
performance of the CatBoost algorithm.

Table7:Performance evaluation of CatBoost algorithm

Class | Precision | Recall | F1-Score
0 0.872 0.832 0.851
1 0.869 0.902 0.885

3
0 mI% 6% 410
1 9% Bax

b 391 527 918

The integration of a ML-based model for predicting heart
disease into clinical settings necessitates the development of
a robust and precise model, its incorporation into clinical
workflows, the training of clinicians on its usage, the
evaluation of its impact on clinical outcomes, and the
continuous improvement of the model. A recent study
published in the Journal of Medical Systems has
demonstrated that a ML-powered heart disease prediction
model is highly precise and can be integrated into clinical
practice to assist clinicians in identifying patients at high risk
of developing CVD. The provision of a ML-based heart
disease prediction model to physicians by healthcare
organizations can enhance the accuracy of CVD risk
prediction and, consequently, improve patient outcomes [23].

5. Result and Analysis

This section displays the results of the Naive Bayes, RF,
KNN, SVM, ANN, Decision Tree and CatBoost algorithms.
The parameters that | used to evaluate the algorithm's
analysis were accuracy score, precision, recall, and F-1.

The confusion matrix presents a summary of predictions in
matrix form, indicating the number of correct and incorrect
predictions for each class. This facilitates the identification
of classes that are being misclassified as another class, and
the relevant formulae were utilized accordingly [24]. The
matrix includes the following metrics. TP as a person has
been diagnosed with a heart condition. TN as a negative
report indicating that the person does not have a heart
condition. FP as positive report but no heart problem. FN as
a negative report that leads to a person being diagnosed with
a heart condition [25].

Table 8 shows the confusion matrix derived by the suggested
model for various methods.

Table 8: Confusion Matrix Results

Algorithm TP | TN | FP | EN
Naive Bayes 442 | 341 | 69 | 66
Neural Network 443 | 341 | 69 | 65
Tree 409 | 323 |87 |99
SVM 459 | 323 |87 |49
KNN 387 | 270 | 140 | 121
Random Forest 451 | 334 |76 | 57
CatBoost 341 | 458 | 50 | 69

The algorithm with the highest accuracy usually produces
more accurate results. Table 9 shows the accuracy of each
method.

Table 9: Model Accuracy

No. Model Accuracy%
1 Naive Bayes 85.3
2 Neural Network 85.4
3 Tree 79.7
Figure10: AUC & Confusion Matrix for CatBoost 4 SVM 85.2
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5 kNN 71.5
6 Random Forest 85.5
7 CatBoost 87

The CatBoost algorithm has demonstrated superior
performance compared to other algorithms, achieving an
accuracy score of 87%. The accuracy metric is derived from
the features extracted from the datasets, and enhancements
in both datasets and computational tools can lead to further
improvements in accuracy. The selection of the optimal
algorithm for prediction is predicated on the accuracy scores
generated by the algorithms. Fig. 10 depicts the accuracy
chart for six ML techniques.

Comparison of ML

100.0

853  85.4 85.2 85.5 87
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Figure 10: Comparison of ML algorithms

6. Conclusion and Future Scope

The incidence of heart failure patients is on the rise,
necessitating the development of a system that can employ
ML techniques to classify data or establish rules. To save
and prevent millions of deaths each year for heart patients is
crucial and early detection and diagnosis plays a vital role.
This current study has demonstrated a significant
improvement in accuracy compared to prior research,
indicating the potential of ML algorithms in disease
diagnosis within the medical domain. The study employed
Random Forest, one of the most potent ML algorithms, to
forecast mortality in heart failure patients. The findings
suggest that this approach could be advantageous to
physicians and cardiac surgeons in predicting the probability
of future heart attacks in patients. Given the rapid increase
in cardiovascular disease cases, this approach has the
potential to assist in precise disease detection and mortality
prediction.
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Abstract

Network intrusion detection is essential for protecting
computer networks from unauthorized access and
malicious activities. Traditional rule-based systems often
struggle to keep up with evolving attack vectors,
prompting the adoption of machine learning-based
approaches. This research paper focuses on developing a
machine learning-based network intrusion detection
system that leverages historical network traffic data to
reliably classify as either normal or an anomaly. The
objectives of this study include collecting a relevant
dataset of network traffic, pre-processing and engineering
the top features from it, evaluating machine learning
algorithms, and building a reliably accurate intrusion
detection model. The outcomes of this research serve as
proof of the impact the use of machine learning could have
on defending against cyber-threats. A successful machine
learning-based network intrusion detection system can
assist network administrators and security analysts in real-
time intrusion detection, mitigating risks of data breaches
and financial losses. This paper provides a detailed
methodology, experimental results, and analysis to
contribute to the field of network security. The findings
and recommendations will guide future research and
practical implementations.

Keywords: Machine Learning Model, Artificial
Intelligence, Network Intrusion, Threat, NSL-KDD, Cyber
Security.
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2. Introduction

Cyber-attacks are one of the most dangerous threats that
organizations face in the modern world (PurpleSec, 2022).
The main attack vector that hackers utilize is the network
of an organization. There have been many breaches to
institutions worldwide and ransomware attacks where the
attackers use network wvulnerabilities to take over
organizations whole networks due to their lack of
sufficient security systems. These attacks cost countries
and cities millions for them to recover their systems after
being compromised (Piper, A., 2018). And so, security
systems were developed and continue to be developed to
deal with these new and sophisticated attacks to protect the
networks of organizations and government institutions.
This project aims to enhance the capabilities of such a
security system called a Network Intrusion Detection
System (NIDS) ("Network detection and response (NDR):
Definition and RO, ExtraHop," 2021) with the utilization
of machine learning to bolster organization’s network
security.

The paper is organized as follows: The problem statement
is given, literature review, methodology, data analysis, and
finally result analysis.

3. Problem Statement

Most organizations have insufficient security measures in
place to protect their network as they only portray a false
sense of security while being unable to actively deal with
the more sophisticated threats. This led to the breaching of
many government institutions and other organizations
which resulted into catastrophic failures, confidential data
leakage, and the disruption of services (PurpleSec, 2022).
There are many factors behind these attacks becoming
more prevalent such as that cyber threats are becoming
more sophisticated and harder to detect, bypassing
traditional security measures ("Reasons you should use a
network detection & response tool," 2022). Another factor
is the introduction of new networking technologies such as
5G and the upcoming 6G opening a wide range of new
attack vectors and the adoption of Bring Your Own Device
(BOYD) policies in organization which increases the
surface of attack. Another issue is the quickness of these
attacks as traditional security measures cannot deal with
an attack that rapidly breaches a network without allowing
the security policies set in place to respond in time and
starts causing damage (“"Reasons you should use a network
detection & response tool,” 2022). And so, the need of a
security system that can keep adapting to newer threats as
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they come is crucial if we are to face the future of cyber
threats.

4. Literature Review

Security is one of the cornerstones of information
technology, especially with the expansion of information
technology into every facet of people’s lives. There is so
much sensitive data being communicated and stored
online. Network security became integral to the
confidentiality of data within organizations, and there are
more threats being developed and discovered that threaten
the security of every network. Many studies have been
done on the security problems that IT faces, viable
solutions and countermeasures and prevention methods
that have been developed, and future aspects of security
that need to be considered. The literature review is
structured as below.

A. Network security threats

Network security is the concept of securing and protecting
data transmission from unauthorized users who can use the
information for malicious purposes (Khan, R. 2017).
Every organization with a network is under the threat of
different attacks such as viruses and session hijacks. Hindy,
H., et al., (2020) discussed and listed the attacks on
networks as DOS attack, packet forging, the ping of death,
the teardrop attack, and SYN flood attack. Other attacks
mentioned were Man-in-the-middle attack, man-in-the-
browser attack, and IP spoofing. Malicious actors could
utilize any one of these attacks to disrupt a network or steal
sensitive information for their own goals. Other types of
threats include malware which is malicious software that
specifically aims to disrupt and damage a host computer
and some of these malwares are called viruses, spyware,
and ransomware.

According to Reshmi, T. R.’s research (2021),
ransomware is the biggest issue being faced around the
world in government and private organizations. It is a
sophisticated attack that has affected a wide range of
industries such as transport, telecommunication, financial
companies, law enforcement, and health services.
Ransomware affects whole networks and encrypts host
data rendering them unavailable and locking the users’
computers from being accessed them demands the
organization to pay ransom to gain back their access.

Dastres, R., & Soori, M., (2021) split network threats into
two categories, Logic attacks and Resource attacks. Logic
attacks are for-profit attacks that aim eliminate any
weakness in the system such as vulnerabilities and security
errors. The main goal of this attack is to gain unauthorized
access into a system. Resource attacks focus on corrupting
resources on a network system usually causing it to go
down.

B. Countermeasures

Knowing the types of threats and attacks that can affect a
network, as well as the attack vectors that could be
targeted or used to inject these attacks, is essential to
finding out the proper countermeasures that should be
developed or put into place to mitigate them. Dastres, R.,
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& Soori, M., (2021) define the different resources that
need to be defended against all attacks as firewall routers
and switches as network equipment’s. Routing tables and
access list configuration on routers. Network resources
such as bandwidth and speed, databases, and servers.
Information being exchanged through the network at any
time, and their user’s confidentiality to prevent user
identification. Dastres, R., & Soori, M., (2021) say that the
main protection measures for networks include Intrusion
Prevention System (IPS), Virtual Private Networks (VPN),
and Intrusion Detection Systems (IDS).

Kamaldeep, Dutta, M., & Granjal, J. (2020) analyzed
second line defense mechanisms in network security. The
authors analyzed Intrusion Detection Systems (IDS),
Intrusion Prevention Systems (IPS), and Intrusion
Response Systems (IRS). They say that all these systems
work for each other. IDS’s monitor a network, detects any
threats or anomalies, then reacts by creating an alert for
these anomalies. IPS’s on the other hand work proactively
and try and prevent the detected threat from causing
damage by blocking it completely. IRS’s work reactively
by blocking threats and mitigating any damage caused by
that threat.

C. Prevention methods

Prevention is the best defense method and preventing
threats before they happen, or can successfully cause
damage to a system, is the ideal situation in case of an
attack. The are many solutions and methods to prevent
threats from affecting a network, but the main systems
used for network security are firewalls, Virtual Private
Networks (VPN), and Intrusion Prevention Systems (IPS).
VPN utilizes a connection over a public network to
securely establish an encrypted tunnel between two nodes
to transport encrypted data across the internet (Wood, D.,
et al., 1988).

Sobh, T. S., & Aly, Y. (2011) researched VPN’s and
explained their architecture as consisting of a VPN client,
a Network Access Server, a VPN server, and a VPN
protocol. The authors proposed a new VPN concept called
Effective Extensive VPN (EEVPN). EEVPN would
transmit small data size taking the advantage of it
requiring a short transmitting time while achieving a
prominent level of security. EEVPN is also more extensive
than a traditional VPN is that is can be installed in any
environment making it faster and more secure in the case
of transmitting small data size.

He, X. (2021) researched network security based on
firewall technology. They explained the firewall concept
as a security defense tool deployed between the intranet
and extranet. A firewall consists of software and hardware
and all data that goes into the network must pass through
it first. A firewall’s main functions are dynamic packet
filtering, controlling unsafe services, and providing
centralized security protection. Intrusion Prevention
Systems (IPS) route all packets through them to monitor
them and in the case of identifying a threat block the
threats from entering the network preventing them from
causing any damage (Kamaldeep, Dutta, M., & Granjal, J.,
2020).
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the models' effectiveness in detecting network intrusions.
The performance of the model is estimated based on
testing on unseen data. Accuracy is a metric that measures
the overall correctness of the model’s predictions.
Precision is a metric that focuses on the positive
predictions made by the model. Recall is a metric that
measures the model’s ability to correctly identify positive
instances from the total actual positive instances. F1-score
is a metric that combines both precision and recall into a
single value (Trotta, 2023).

Results for All Features

All the following results are from using the NSL-KDD test
dataset with all 41 features available ran through the
trained model.

Table 8. All Features Confusion Matrices for Attack Types

Bl PN PP PN PP
9576 135
1285 1136
R2L| PN PP [U2R PP
I\l 9639 72
Nl 2737 148

INNBl 9455 256 AN
I 1359 6101 AP

Table 9. Cross Validation Matrices for All Features

VALIDATION DOS PROBE

ACCURACY 0.993 0.984

0.967 0.996

(+-0.003)  (+-0.005)  (+-0.007)  (+/-0.003)

precision [N URNR Y At SRR
U (00 (00 (400 (4021
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DoS Prediction: The confusion matrix reveals that the
model accurately classified 9455 instances as non-attack
and 6101 instances as DoS attacks. Nonetheless, it
incorrectly predicted 256 instances as DoS attack and 1359
instances as non-attacks. Overall, the model achieved
commendable accuracy, precision, recall, and F1-score for
the DoS attack category. The prediction results highlight
that using all features for DoS attack prediction yielded a
small number of false positives while accurately predicting
a high number of true positives. However, the number of
false negatives is still substantial.

Probe Prediction: The confusion matrix demonstrates that
the model correctly categorized 9576 instances as non-
attack and 1136 instances as Probe attacks. However, it
misclassified 135 instances as Prove attacks and 1285
instances as non-attacks. The accuracy, precision, recall,
and Fl1-score for the Probe attack category are also
remarkably high. Although the prediction results highlight
that using all features for Probe attack prediction yielded a
small number of false positives while accurately predicting
a substantial number of true positives, there were yet a high
number of false negatives that are non- negligible.

R2L Prediction: In this scenario, the model accurately
identified 9639 instances as non-attack and 148 instances
as R2L attack. Nonetheless, it misclassified 72 instances as
R2L attacks and 2737 instances non-attacks. The accuracy,
precision, recall, and F1-score for the R2L attack category
are high but slightly lower than the previous categories.
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Although the prediction results highlight that using all
features for R2L attack prediction yielded a small number
of false positives, it predicted a small number of true
positive, there were a high number of false negatives that
are significant.

U2R Prediction: Regarding the U2R attack category, the
model successfully predicted 9710 instances as non-
attacks. However, it misclassified 1 instance as U2R attack
and failed to detect any instances of actual U2R attacks.
The precision, recall, and Fl-score for the U2R attack
category are lower compared to the other categories. The
prediction results highlight that using all features for U2R
attack prediction yielded no actual detections of true
positives while still predicting a substantial number of true
negatives. However, the number of false negatives is
substantial considering the number of actual attacks.

Result for Select Features

All the following results are from using the NSL-KDD test
dataset with the top selected 31 features for each attack
category ran through the trained model.

Table 10. Select Features Confusion Matrices for Attack Types

6126 3585
1699 5761

0.980

0.909 0.995

(+/-0.004)  (+/-0.024) (+/-0.002)
0.959 0.883 0.931
(+/-0.007)  (+/-0.028) (+/-0.191)
0.982 0.851 0.723
(+/-0.008)  (+/-0.048) (+/-0.146)
0.970 0.865 0.783
(+/-0.007)  (+/-0.039) (+/-0.124)

DoS Prediction: The confusion matrix reveals that the
model correctly classified 6126 instances as non-attack and
5761 instances as DoS attacks. Nonetheless, it incorrectly
predicted 3585 instances as DoS attack and 1696 instances
as non-attacks. The prediction results highlight that using
select features for DoS attack prediction yielded a high
number of false positives while still accurately predicting
a high number of true positives. However, the number of
false negatives is still substantial.

Probe Prediction: The confusion matrix demonstrates that
the model correctly categorized 9609 instances as non-
attack and 796 instances as Probe attacks. However, it
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misclassified 102 instances as Prove attacks and 1625
instances as non-attacks. The accuracy, precision, recall,
and Fl1-score for the Probe attack category are also
remarkably high with little variance. Although the
prediction results highlight that using select features for
Probe attack prediction yielded a small number of false
positives while accurately predicting a considerable
number of true positives, there were yet a high number of
false negatives that are non-negligible.

R2L Prediction: In this scenario, the model accurately
identified 9705 instances as non-attack and 2 instances as
R2L attack. Nonetheless, it misclassified 6 instances as
R2L attacks and 2883 instances non-attacks. The accuracy,
precision, recall, and F1-score for the R2L attack category
are below around 90% and with little variance. Although
the prediction results highlight that using select features for
R2L attack prediction yielded a small number of false
positives, it predicted a small number of true positive, there
were a high number of false negatives that are significant.

U2R Prediction: Regarding the U2R attack category, the
model successfully predicted 9710 instances as non-
attacks. However, it misclassified 1 instance as U2R attack
and failed to detect any instances of actual U2R attacks.
The precision and accuracy results show a commendable
high score while the recall and F1-score show results under
80% and with high variance. The prediction results
highlight that using select features for U2R attack
prediction yielded no actual detections of true positives

while still predicting a substantial number of true negatives.

However, the number of false negatives is substantial.
Overall Analysis

In terms of overall model performance with all features, the
accuracy, precision, recall, and F-measure are remarkably

high for all attack categories. The model achieves above 98%

accuracy for DoS and Probe, above 96% accuracy for R2L,
and above 99% accuracy for U2R. The variances are small,
indicating consistent performance.

When using select features, the model achieves slightly
lower performance compared to utilizing all features. The
accuracy, precision, recall, and F-measure experience a
slight reduction for all attack categories. However, the
decline in performance is not substantial, and the model
still maintains high accuracy and precision for most
categories. The variances are small, indicating consistent
performance.

In summary, both models demonstrate robust performance
in detecting DoS and Probe attacks, while they may have
some limitations in identifying R2L and U2R attacks.
Using all features significantly outperforms using select
features, suggesting that including more features provides
better detection capabilities.

Framework Design

The following diagram highlights the framework of the
proposed system and how the Machine Learning model is
utilized, as well as real network traffic, to build a profile of
the expected network behaviour and then detect any
anomalies that appear in the traffic then predict if the
detected anomalies are threats or non-threats.
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Figure 2. ML-NIDS Framework

8. Conclusion & Future Recommendation

Forsaking traditional methods of protecting networks for a
modern approach that utilizes Artificial Intelligence and
machine learning is necessary if we are to keep up with the
newer sophistication of threats that utilize the intelligence
of machines. An intrusion detection system that utilizes Al
and ML appears to be the next logical step in advancing
the cyber security world. A Machine Learning model that
detects different network intrusions was trained and tested
following a strict logical approach and the results were
analysed. The analysis highlighted the consistent accuracy
in which the model was able to predict threats. In the future,
further analysis and potential feature engineering may be
needed to improve the accuracy of the model as well as
further optimization using different ML algorithms,
techniques, and datasets.

The consistency of which Al can automatically detect
unknown threats will aid security professional’s in
surviving the foreign landscape in which the IT world has
found itself in.
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Abstract

This paper discusses the cultivation of algae using
advanced techniques using Internet of Things (10T). Algae
has always been an integrated food in the environmental
food chain. Cultivation of algae is a vast and diverse field.
Many researchers contributed their expertise in the
treatment of algae, which includes the detection of algae
in lakes and water bodies, and algae system used for water
treatment, and identifying the ideal environments and
factors for perfect algae growth. Algae cultivation lacks
the usage of advanced techniques to improve production
and quality. To achieve high quality and good production
of algae the system needs to be designed to collect algae
environmental data to control the algae production system.
This motivated us to design a smart system to control and
monitor the growth of algae. The focused objectives of this
system are to increase the production of algae, increase the
quality of production, harvesting, and algae growth
monitoring. [21] The system design consists of
temperature, potential of hydrogen (PH), Salinity, and
dissolved oxygen sensors to measure the basic parameters
inside the algae unit. A lighting system, a water level
measurement system, and colour sensor to identify the
colour of algae to distinguish the algae growth stages. All
sensors are interfaced with Arduino. The data will be
collected from sensors and monitored over 10T. By using
the data on loT the system can be controlled by using
Blynk app. This system increases the speed of algae
growth, production of algae, reduces water consumption,
and reduces the labour cost.

Keywords: algae cultivation, sensor-based control, 10T
automation,  environmental  parameters,  biomass
production.
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1. Introduction

Global interest in algae cultivation is rising as a result of
technological advancements and the Internet of Things
(1oT). The energy that algae use to grow comes from
sunlight, carbon dioxide, nitrogen, phosphorus, and other
nutrients. Algae are autotrophic organisms, able to grow
on both organic and inorganic materials. [14] They have a
diverse nutritional profile that includes vegetable proteins,
polysaccharides, carotenoids, and polyunsaturated fatty
acids. The cultivation of algae has become more
significant in a number of fields, including the
environmental, economic, industrial, and nutritional ones,
which has prompted research into its potential as a flexible,
sustainable resource. In addition, algae's capacity to
reduce harmful emissions makes it a promising substitute
for fossil fuels. Algae also produce a wide variety of
beneficial substances, including vitamins, proteins, amino
acids, natural pigments, antioxidants, antivirals, and
antihypertensive agents.

However, there are obstacles to technological
advancements and accuracy in the cultivation process in
the field of algae production. An integrated system that
uses the Internet of Things to automate algae production,
address environmental issues, and boost productivity has
been developed to deal with these problems. The system
keeps track of and manages various elements that
influence algae growth, reducing dangers and ensuring
ideal conditions for their cultivation. The unique ability of
algae to transform harmful chemicals and heavy metals
into priceless elements aids in the treatment of wastewater.
Pharmaceuticals, cosmetics, functional foods, and biofuel
production are some of the industries based on algae.

This study presents an integrated system that, by offering
standardized conditions for the best growth, aims to
revolutionize algal cultivation. Sensors are used to gather
data on variables like temperature, pH, salinity, dissolved
oxygen, carbon dioxide, light intensity, and colour. This
allows the system to precisely adjust inputs and outputs to
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meet the needs of the algae. While some algorithms have
been used to analyse the colour of the algae to evaluate
their condition and suspicion of evolution, 10T technology
enables remote monitoring, analysis, and modification of
the system. The system produces a variety of outputs, such
as feed, fertilizer, and irrigation water by treating
complicated water sources of materials that come from
algae. The system not only makes it possible to grow algae
in places where conventional farming is not feasible, but it
also lowers carbon emissions, which promotes
environmental sustainability.

The strategy put forth for this project aims to create an
excellent, integrated system that can produce the ideal
environment for growing algae. The Internet of Things
will be used for remote monitoring, measurement of vital
variables like carbon dioxide and dissolved oxygen,
control of nutrient supply, temperature regulation, water
level maintenance, and colour-based analysis of algae
status, among other objectives. The system has numerous
uses, including the production of high-quality algae for
biofuels, sewage treatment, pharmaceuticals, dietary
supplements, and non-arable land use. The system aids in
quicker development and addresses environmental issues,
making it a useful tool for researchers in the field of algae
cultivation.

2. Literature review

Innovative methods to enhance the cultivation and
monitoring of algae in bioreactors are covered in a number
of research papers. In one such study, an innovative
automatically controlled, sterilizable flat panel photo-
bioreactor with a U-shaped design and asymmetric sides is
presented. This device offers advantages like improved
reproducibility, expanded industrial use, and ideal algae
culture conditions. [28] In order to ensure precise control
of pH, temperature, and light intensity, the reactor uses
automatic control methods that adhere to industrial
standards. The 7.2 liter volume and low cost of the
bioreactor make it appropriate for laboratory applications,
and its ability to be sterilized by gas steam further
increases its adaptability. A  computer-controlled
interactive tool for growing microalgae in a tubular photo-
bioreactor system is presented in another research paper.
To replicate the behavior and functionality of a real plant,
the tool uses a virtual laboratory environment. [1] [11]
Users can optimize the design and operation of the
photobioreactor, increasing productivity and making mass
production feasible, by adjusting variables like pH,
biomass concentration, dissolved oxygen, and carbon
dioxide. Furthermore, the use of satellite-based systems
and smart buoys is discussed for remote monitoring of
harmful algae blooms in inland waters. [2] [31] These
buoys use cloud-based data management to detect harmful
algae and monitor their growth. They are connected to
satellites. The buoys measure variables like photosynthetic
pigments, nutrient levels, pH, temperature, dissolved
oxygen, and salinity. They are fitted with a variety of
sensors. [28] Additional information on the presence of
algae and the pigment chlorophyll is available from
satellite images that capture different wavelengths.
However, issues like data collection from a high buoy
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density and sensor limitations must be addressed. An
autonomous sensor capsule for monitoring the
environment of algae in a photobioreactor is introduced in
another research paper. [4] This capsule collects
biochemical parameters and wirelessly transmits them to
an external base station as it moves with the flow of liquid
inside the bioreactor. [28] Technical difficulties arise due
to the system's miniaturization, low power consumption,
and airtight sealing, and additional advancements are
needed to increase communication range, capsule lifespan,
and sensor reading reliability. By addressing important
issues like sterilization, control of culture variables,
remote monitoring, and data acquisition in bioreactors,
these studies help advance algae -cultivation and
monitoring techniques. [31]

3. Theory of system process

For algae cultivation to support ideal growth and biomass
production, nutrient supply needs to be carefully
monitored. The algae cultivation system's integration of
Arduino Mega and loT technologies enables precise
control and nutrient level adjustment based on the readings
of various sensors.

The acidity and alkalinity of the algae medium are
crucially monitored by the pH sensor. The sensor's
measurement of pH vyields important details about the
algae's ability to absorb nutrients and their availability.
The system can automatically adjust the flow of nutrients
to the cultivation system based on the pH readings,
ensuring that the algae receive an appropriate and balanced
supply of nutrients. [11]

The carbon dioxide sensor also determines the amount of
carbon dioxide in the water. For the production of biomass
and algae photosynthesis, carbon dioxide is a crucial
component. The sensor supports the maintenance of an
ideal supply of this crucial nutrient by keeping track of the
carbon dioxide levels. The system can regulate the
injection of carbon dioxide into the algae cultivation
system based on sensor readings, ensuring that the algae
have enough carbon dioxide for effective photosynthesis.

The salinity sensor also gauges how salty the water is in
the system for growing algae. Maintaining the proper
salinity level is essential for maintaining the growth and
development of various species of algae because each has
different salinity requirements. The sensor readings direct
the system to supply the required nutrients and modify the
salinity to produce the ideal environment for the particular
algae species being grown. [1] [14]

Real-time monitoring of nutrient-related parameters is
made possible by the integration of these sensors with
Arduino Mega. The system automatically modifies the
nutrient flow and composition based on an ongoing
analysis of the sensor readings to maintain the ideal
conditions for algae growth. By ensuring that the algae
receive the necessary components in the right amounts,
this dynamic nutrient control encourages healthy growth
and the accumulation of biomass. [29]

The algae cultivation system achieves effective and
precise control of nutrient supply by utilizing Arduino
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Mega and l1oT technologies. Based on real-time sensor
data, the system can adjust to changing nutrient needs,
lowering the risk of nutrient imbalances or deficiencies.
This automated nutrient control improves algae
cultivation's general productivity and quality while
maximizing resource use and encouraging sustainable
practices [32].

A precise monitoring and control of nutrient levels based
on the readings of various sensors are made possible by
the integration of Arduino Mega and loT technologies in
the algae cultivation system. [5] Real-time information on
nutrient-related parameters is provided in large part by the
pH sensor, carbon dioxide sensor, and salinity sensor. The
system can dynamically adjust the nutrient supply by
analysing this data in order to maintain the best conditions
for algae growth and biomass production. The efficiency,
productivity, and sustainability of algae -cultivation
operations are all improved by this automated nutrient
control. [14]

3.1 System Operations
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Figure 1. Block Diagram of the automation system of algae cultivation

The system's operations, transformations, and
relationships between inputs and outputs are shown in the
block diagram shown in Figure 1. It shows how to monitor
algae using different sensors, such as pH, temperature,
dissolved oxygen, colour, light resistance, salinity, and
CO2 sensors. As input systems, these sensors measure
variables that the photobioreactor affects. The Arduino
Mega2650 control board processes the collected data,
performing calculations and conversions to produce real-
time readings and system outputs.

These outputs control components such as nutrient supply
pumps, harvest removal, water supply, cooling and heating
systems, lighting systems, and carbon dioxide injection.
The data is then uploaded to a cloud and displayed on an
application, facilitating sensor data visualization and
remote control. The block diagram provides a
comprehensive and efficient solution for monitoring and
controlling algae cultivation processes, enhancing
productivity and enabling remote monitoring capabilities.

3.2 System Simulation

A simulation of the system is shown in Figure 2,
highlighting its key elements and features. The first
section shows relay-connected nutrient pumps, a
harvesting pump, a lighting system, and a cooling system.
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Based on sensor readings and predetermined conditions,
these components work. The readings from six sensors are
shown in the second section along with corresponding
control actions to give information about the state and
stage qf the ‘algae“s grc‘)vvth.‘ [15] |

£ &

Figure 2. Simulation the circuit diagram of algae cultivation system by
using loT with the Simulation Values

The four buttons that make up the colour sensor allow for
stage-specific readings and controls, including turning on
the harvest pump. [4] An ultrasonic sensor, built into the
third section, precisely measures changes in water level.
The fourth section uses a variable resistance to alter
readings and carry out related commands due to sensor
library restrictions. [31] A temperature sensor is built into
the fifth section, and the cooling system is adjusted based
on the sensor's readings. Despite not being measurements,
the simulation results clearly show how the system
performs and how the control functions. [5]

3.3 system software

Figure 3. Blynk user interface for controlling the algae cultivation system

The user interface of the Blink program, as depicted in
Figure 3, is composed of five distinct sections. The first
section displays the readings from the system's six sensors,
excluding the color sensor. In the second section,
parameter control allows for setting the upper and lower
limits of the parameters. For instance, a temperature
threshold of 20 degrees Celsius triggers the cooling system
if exceeded. Similar control mechanisms apply to the
remaining sensors. [21] [32] The third section determines
the condition and growth stage of the algae, which is
divided into seven stages. The final stage corresponds to
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harvesting, triggering the operation of the harvesting pump,
controllable via the fourth section. In the fifth section, the
lighting system is regulated, enabling toggling of the light
and indicating its operational status [11].

3.4 System Hardware

—
Figure 4 Algae cultivation system prototype model by using loT (side
view)

The hardware used in the system for controlling and
monitoring algae is shown in Figure 4. To measure
important factors affecting algae growth, the system uses
a variety of sensors, including pH, temperature, DO, color,
LDR, salinity/EC, and CO2 sensors. The programmable
control board, an Arduino Mega2650, receives input data
from these sensors and processes it using mathematical
operations and conversions. [1] [21] The control panel
produces outputs that manage the supply of nutrients,
harvesting, water supply, cooling and heating, lighting,
and injection of carbon dioxide. [28] The system also
makes use of an application interface for remote access
and visualization as well as cloud-based data uploading.
Data from the sensors is displayed in real time on the LCD
screen. This hardware setup optimizes conditions for
sustained productivity and performance by enabling
effective monitoring and control of algae growth in the
photobioreactor.[3] [15]

4. Conclusion

To conclude, the goal of this project is to create an
integrated control system for automated algae cultivation,
addressing the demand for high-quality biomass
production on a large scale while resolving environmental
issues. A comprehensive system that meets the needs of
algae cultivation and addresses current limitations has
been proposed after a thorough review of the literature and
research. In order to provide a perfect environment for
different types of algae, the system focuses on maintaining
ideal conditions, such as temperature, pH, salinity, and
dissolved gas levels. [31] Using 8 sensors as inputs and the
Arduino Mega microcontroller for processing and control,
it combines multiple systems into a single self-sufficient
unit. 10T is integrated into the system, enhancing its
capabilities. Sensor integration, data collection and
analysis, automated control system development, remote
monitoring and control, machine learning algorithms,
energy efficiency measures, fault detection, reference feed
for outputs, data security, integration with control systems,
https://doi.org/10.3390/s17040861.
[10]H. Guo, Y. Zheng, X. Zhang, and Z. Li, “Exponential
Arithmetic Based Self-Healing Group Key
Distribution Scheme with Backward Secrecy under
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user-friendly interface, routine maintenance, and
calibration are all suggested as additional improvements.
By putting these suggestions into practice, the production
of algae will advance and sustainability will be promoted
while also improving efficiency, growing conditions, and
monitoring capabilities.
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